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TO:           Commissioner Dan Saltzman 
 
FROM:      Director Leah Treat 
 
DATE:       April 28, 2017 
 
RE:           Transportation Network Companies:  Regulation Evasion Audit  
                 

I. Report Summary 
 

In March 2017, The New York Times revealed Uber’s use of a software tool known as Greyball  
to deliberately evade local regulators, and in some cases, potential customers in Portland and  
other cities across the world. Soon after, Mayor Wheeler and Commissioner Saltzman directed the 
Portland Bureau of Transportation (PBOT) to conduct an investigation into the duration and extent 
of Uber’s efforts to avoid regulation in Portland. They also requested that PBOT investigate whether 
there was any indication that other transportation network companies had employed similar tactics. 
 

This report details PBOT’s official investigation into the matter. 
 

As the regulatory body charged with ensuring the safety of Portlanders as they use the City’s 
roads and transportation system, PBOT has a responsibility to monitor the actions of private 
transportation companies operating within the City and enforce existing rules and regulations.  
For this investigation, PBOT completed a comprehensive assessment of the operations of the 
Transportation Network Companies (TNCs) Uber and Lyft. This assessment included: re-analysis 
of the regular compliance audits of TNC drivers conducted throughout the City and at the Port of 
Portland; detailed reviews of all complaints filed by TNC passengers; surveys of other cities where 
TNCs are actively operating; and an analysis of ride data and other information provided by both 
Uber and Lyft. 
 
Based on this analysis, PBOT has found that when Uber illegally entered the Portland market in 
December 2014, the company tagged 17 individual rider accounts, 16 of which have been 
identified as government officials using its Greyball software tool. Uber used Greyball software to 
intentionally evade PBOT’s officers from December 5 to December 19, 2014 and deny 29 
separate ride requests by PBOT enforcement officers. On December 21, 2014 Uber ceased 
operations in the City of Portland. Uber received a permit to operate in the City of Portland during 
an initiated Pilot Period beginning April 24, 2015. Uber has provided documentation which shows 
the Greyball tags were removed on April 24, 2015. After April 2015, PBOT did not find any 
evidence suggesting that either Uber or Lyft attempted to use a software tool to evade PBOT’s 
officials in their efforts to protect TNC consumers or to deny consumers rides based on their 
location.  
 
In reaching this conclusion, it is important to note that finding no evidence of the use of Greyball 
or similar software tools after April 2015 does not prove definitively that such tools were not used. 
It is inherently difficult to prove a negative. In using Greyball, Uber has sullied its own reputation 
and cast a cloud over the TNC industry generally. The use of Greyball has only strengthened 
PBOT’s resolve to operate a robust and effective system of protections for Portland’s TNC 
customers. 
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To this end, PBOT will continue to conduct regular compliance audits of all private for-hire 
transportation companies operating with the City of Portland, investigate complaints involving 
individual drivers, and monitor for code violations by both drivers and companies.  

 
II. Emergence of Transportation Network Companies in Portland 
 

Portland’s population has grown rapidly over the past several years. With that growth has  
come increased demand for transportation options that provide an alternative to driving single-
occupancy vehicles. The City of Portland’s transportation system has evolved from three basic 
modes of transportation (automobile, bus, and taxi) to a complex multi-modal transportation 
system with light rail, specialized bus services, and dedicated bicycle and pedestrian systems 
alongside a wide range of other transportation services. One of the most rapid and challenging 
shifts in the city’s transportation system has been the emergence of Transportation Network 
Companies (TNCs) such as Uber and Lyft.  
 

As TNCs began expanding to cities beyond San Francisco and New York in 2012 and 2013, 
officials at the Portland Bureau of Transportation (PBOT) observed that they routinely pushed  
their way into new markets without the consent of local regulators. When Uber began offering 
services within the City of Portland in December 2014, the company did so without permits or  
any form of regulatory oversight. The City promptly issued a Cease and Desist Letter and filed a 
complaint for declaratory judgment of unlawful and unpermitted activity against Uber in state court. 
Uber petitioned to have the case removed to federal court on the following day. Subsequently, the 
City filed a Motion for a Temporary Restraining Order and Preliminary Injunction in federal court.  
 

With this motion, the City filed a number of affidavits including an assertion by a Regulatory 
Program Specialist at PBOT that: “[o]n Friday, December 5, 2014, I was at the Arlene Schnitzer 
Concert Hall located at 1037 SW Broadway, Portland, Oregon 97205 between 5:15 p.m. and  
5:45 p.m. and was able to utilize the Uber application to hail an Uber driver on four occasions  
and on all four occasions, after the ride was booked, the driver cancelled.” This assertion was 
later featured in a New York Times article revealing the Uber's use of a sophisticated software 
tool called Greyball to designed to evade regulators. 
  

As a result of the litigation, Uber agreed to stop operations in the City of Portland at 11:59 p.m.  
On December 21, 2014. The City of Portland formed a Private for-Hire Innovation Task Force and 
per their recommendations in April of 2015, City Council directed PBOT to establish a 120-day 
pilot period for all private for-hire transportation companies including Uber and Lyft. As part of this 
pilot period, the City of Portland adopted a set of preliminary protections for TNC consumers. The 
preliminary measures include an explicit prohibition against denying or blocking City officials from 
using TNC ride-hailing applications. 
 

The pilot period was extended for an additional 120 days on August 17, 2015 with the same 
prohibitions on blocking city officials from ride-hailing applications. 
  

On December 2, 2015, the City Council adopted Ordinance 187472 creating new permanent 
Private for-Hire Transportation Regulations (Chapter 16.40). These regulations became effective 
on January 2nd, 2016. The Private for-Hire Transportation Code requires that companies and 
drivers submit to mandatory compliance audits and enforcement actions upon request. 
 

Since the end of the second pilot period, and the adoption of a regulatory framework shortly 
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thereafter, Uber and Lyft have been the primary TNCs operating in the City of Portland. Since the 
arrival of TNCs in 2014, the number of private for-hire rides in the City has increased dramatically. 
The private for-hire transportation industry as a whole is projected to provide close to 7.0 million 
rides within the City of Portland in 2017.  

Given the volume of TNC rides, the City of Portland has a fundamental interest in ensuring  
that TNC drivers and their vehicles are safe, that TNC customers are treated fairly and that  
TNC companies adhere to all measures designed to protect consumer and ensure a fair and 
transparent private-for-hire market.  

III. Uber’s Use of Greyball Software 

On March 3, 2017, The New York Times (Exhibit J) published the story, “How Uber Deceives the 
Authorities Worldwide.” The story details Uber’s use of the Greyball software tool to deliberately 
evade local regulators and, in some cases, potential customers.  

The article documents how Uber used Greyball and other surveillance techniques in a 
sophisticated, worldwide scheme to deceive public officials in markets where its low-cost ride-
hailing service had been banned or placed under scrutiny by local authorities. 
 

The Greyball software program collects data from the Uber application to identify individual public 
officials, limit their ability to use the service, and circumvent efforts to regulate the ride-hailing 
service. Uber applied these methods in Portland and in other U.S. cities such as Boston and Las 
Vegas, and throughout the world in countries including France, Australia, China and South Korea. 

Greyball was part of a program called VTOS, short for “violation of terms of service,” which Uber 
created to exclude people it thought were using or targeting its service improperly. The program 
as a whole began as early as 2014 and remains in use, predominantly outside of the United 
States. Greyball was approved by Uber’s general counsel.1 

IV. Investigation Overview 

 
On March 15, 2017 in response to the information revealed in the The New York Times (Exhibit 
J), Mayor Ted Wheeler and Commissioner Dan Saltzman sent a letter to Uber expressing the 
City’s strong disapproval of the company’s attempts to evade regulation and notifying them of the 
City’s intent to conduct an investigation into Uber’s practices. Although the other major TNC, Lyft, 
was not accused of any wrongdoing, Mayor Wheeler and Commissioner Saltzman also sent a 
letter asking for their cooperation with the investigation. In both letters, the Mayor and 
Commissioner requested a comprehensive set of data and other information that would shed light 
on whether and to what extent the two TNCs attempted to circumvent Portland’s private-for-hire 
regulations. The Mayor and the Commissioner also called for written assurances from both 
companies to never use software tools to evade regulators in the future (Exhibit A; Exhibit B). 
 

Tasked by Mayor Wheeler and Commissioner Saltzman to assess whether TNCs used software 
and other techniques to avoid regulation or to unfairly deny service to customers, the Portland 
Bureau of Transportation’s Regulatory Division has undertaken a comprehensive analysis of data 

                                                           
1 "How Uber Deceives the Authorities Worldwide - The New York Times." 3 Mar. 2017, 

https://www.nytimes.com/2017/03/03/technology/uber-greyball-program-evade-authorities.html. Accessed 10 Apr. 2017. 

http://bostinno.streetwise.co/2014/05/29/how-many-boston-uberx-drivers-have-been-ticketed-by-boston-police/
https://www.nytimes.com/2017/03/03/technology/uber-greyball-program-evade-authorities.html
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related to Uber and Lyft’s performance in the Portland market. Regulatory Division staff focused 
on the data collected since the beginning of the Pilot Program on April 24, 2015.2 
 
Specifically, staff conducted the following analyses: 
 
 A comprehensive internal review of all field and compliance audits conducted by PBOT. 
 Detailed reviews of all complaints filed with PBOT by TNC passengers. 
 Comparability analysis of field audits by enforcement officials using the TNC application and 

impromptu “walk-up” audits conducted at Portland International Airports Taxi & TNC waiting 
lot. 

 Survey responses of other public agencies and bodies that regulate Transportation Network 
Companies in all 50 states. 

 Analysis of ride data submitted by the TNCs. 
 An analysis of the information provided by Uber and Lyft in response to Mayor Wheeler and 

Commissioner Saltzman’s March 15th letters (Exhibit A; Exhibit B). 

V. Investigation Methods & Research 

V.1 Internal Review of Audits 

 
The new Private-for-Hire Transportation Regulations introduced an increase in enforcement 
efforts to ensure the health and safety of passengers. Until TNCs entered the market, private-for-
hire enforcement was largely complaint driven and focused primarily on permitting, background 
screening for drivers and vehicle inspections. At the beginning of the first pilot program in April 
2015, PBOT introduced an inspection protocol based on driver and vehicle audits conducted on 
the street and at the Port of Portland.   
 

Conducting consistent field audits is one of the primary and most effective ways to ensure 
compliance with the regulatory code. PBOT uses two types of audits: field and compliance audits.  
 

Field audits 
 
On-street field audits: During an on-street field audit, enforcement officers pose as customers and 
request rides from both taxi companies and TNCs. To hail TNC rides, the officers use a 
company’s mobile app. To hail taxi rides, the officers use each taxi company’s dispatch service. 
Once the requested taxi or TNC arrives, officers take a short ride during which they observe driver 
conduct and driving behavior. They also verify the driver’s credentials and check vehicle safety.  
 

 

                                                           
2 This period was chosen because it was at this point that the Bureau’s Regulatory Division began to 

conduct regular routine field audits and all private-for-hire companies began to provide monthly reports of 
confidential trip data. The first 120-day pilot period was a recommendation made to City Council by the 
Private-for-Hire Innovation Task Force. This task force was convened by City Council in December 2014 to 
review and evaluate the service performance and regulatory framework of Portland's private for-hire 
transportation (PFHT) industry, and provide guidance and recommendations to the City Council regarding 
how the industry should evolve and respond to new developments in the industry, including the entry of 
Transportation Network Companies (TNCs). After the initial pilot and a subsequent second 120-day pilot 
period, the City Council adopted permanent rules allowing TNCs to operate in Portland. 
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Port of Portland field audits: At the Portland of Portland, taxis and TNCs wait to be hailed at the 
private-for-hire holding lot. This allows enforcement officers to use a different auditing technique. 
Instead of hailing a TNC or taxi, enforcement officers go to the holding lot and inspect vehicles 
and check drivers there.  
 
Compliance audits  
 
Compliance audits are random checks of drivers currently certified to drive as well as the 
company certification processes and will be discussed in greater detail later in this report. 
 

The different types of audits provide a method to check for evidence of Greyballing or other 
attempts to evade legitimate inspections. A TNC using Greyball or similar technology could avoid 
random inspections by flagging enforcement officers in their system and then only send their best 
and most seasoned drivers when these officers hailed rides. Such an evasive technique is not 
possible during Port of Portland audits because officers do not use the app to hail rides. By 
comparing the results of on-street and Port of Portland field audits, PBOT can reasonably 
determine if companies are trying to circumvent PBOT’s auditing protocols. Large discrepancies 
in the results of field and Port of Portland audits could indicate the use of Greyball or other 
evasive technologies. PBOT analyzed its field and Port of Portland audit data for these types of 
discrepancies.  

V.2 Review of complaints    

 
Complaints against TNCs by customers present another potential source of evidence for the use 
of Greyball and other similar technologies. In examining customer complaints, PBOT staff looked 
for trends in the complaints received that might indicate that a significant number of customers 
had ordered rides, but then subsequently had those rides cancelled. PBOT also looked for 
complaint trends that indicated if customers routinely were not able to hail rides in specific areas 
of the city, especially in traditionally underserved communities or in neighborhoods with higher 
crime rates. Evidence of such trends could point to the use of Greyball and Greyball-like programs 
by TNCs.  

V.3 Surveying other regulatory agencies 

 
Finally, Regulatory Division staff sent surveys to their counterparts at sixty agencies in the United 
States. In conducting this survey, PBOT’s goal was to compare its regulatory efforts with other 
jurisdictions that had experience regulating TNCs to discover if there were areas where PBOT 
could adopt new practices to protect consumers based on the experience of other cities.  
Regulatory Division staff also wanted to understand how widespread the use of Greyball and 
other similar techniques were.   
 
The following agencies responded to the survey: 
 
1. City of Chicago Department of Business Affairs and Consumer Protection (BACP) 
2. Nevada Taxicab Authority  
3. State of Michigan Licensing and Regulatory Affairs - CSCL 
4. City of Minneapolis, Licenses and Consumer Services 
5. San Francisco Municipal Transportation Agency 
6. Nebraska Public Service Commission  
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7. City of Columbus, Ohio License Section  
8. Virginia Department of Motor Vehicles  
9. City of Little Rock, Arkansas  
10. City of Saint Paul  
11. City of Kansas City, Missouri   
12. Seattle Department of Transportation  
13. City of Coeur d'Alene 
14. San Antonio Police Department  
15. City and County of Denver  
16. Philadelphia Parking Authority (PPA)  
17. City of Austin, Texas - Transportation Department 

VI. Findings 

 
Based on the research, PBOT has concluded the following:  
 

1. By its own admission, Uber used Greyball to avoid regulation by PBOT enforcement 
officers in December 2014. These officers remained tagged by the Greyball program until 
the beginning of the first 120-day pilot period in April 2015.  

2. Lyft maintains that it did not use any programs to avoid audits by PBOT enforcement 
officers. There is no known evidence to the contrary.  

3. Analysis of audit data and customer complaints since April 2015 shows no indications that 
either Uber or Lyft attempted to evade inspections by PBOT enforcement officers or that 
they blocked customers from hailing rides based on their location.  

4. In comparison to other cities and regulatory agencies, PBOT has a well-developed 
regulatory system that provides tools to identify attempts to evade regulators.  
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VI.1 Field audits 
 
Since the beginning of the Pilot Program, PBOT’s Regulatory Division has conducted more than 
3,500 field audits of all private for hire providers primarily focusing on taxi and TNC operators. 
Figure 1.1 below illustrates the number of taxi and TNC audits by the time of day.  

 
Figure 1.1 

 
 
 

Field audits are conducted throughout most of the city. The goal is to conduct audits in all zip 
codes, but to also focus the audits in areas of high demand.  Figure 1.2 below illustrates the 
estimated numbers of audits by location zip code. Please note, at the beginning of the program 
zip codes were not collected. Zip codes were collected consistently around the middle of 
September 2015. The map below illustrates only the ride data that contained actual zip code data.  
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Figure 1.2 
 

 
 

In figures 1.3 and 1.4 below, PBOT separated the number of the audits conducted in the City of 
Portland from the number of the audits conducted at the Port of Portland. From that data, the 
figures also display which audits were conducted on Uber and which were conducted on Lyft.     
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Figure 1.3  

 
             

Figure 1.4 
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Figure 1.5 below illustrates the total number of field audits conducted on the private for hire 
providers in Portland and the number of field audits conducted on each Transportation Network 
Company throughout the city (including the Port of Portland) from April 2015 through early March 
2017.   
 
Figure 1.5 

 
 

Figure 1.6 below illustrates the number of audits in which an Uber or Lyft driver did not comply 
with at least one item on the audit checklist. Example: any driver who did not to carry a copy of 
their business license would be counted as a no pass. 
 
Figure 1.6 
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Figure 1.7 below illustrates the breakdown of the violations.  Drivers found in violation often violate 
more than one category.  For instance, during a field audit a driver might not be able to present a 
paper copy of the business license and not possess a paper copy of an insurance certificate.    
 
 

Figure 1.7 
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Figures 1.8 and 1.9 below, analyze the data in two parts. Figure 1.8 shows audits and audits 
results from the Port of Portland where enforcement officers can conduct audits without using the 
mobile application, by simply walking up to a TNC driver in the staging area and conducting an 
audit. Figure 1.9 two shows audits conducted throughout the rest of the City where TNC drivers 
were requested using the mobile application.  
 
 
 

Figure 1.8 
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Figure 1.9 

 
 

The information in Figures 1.8 - 1.9 above was analyzed to determine if TNCs dispatched better 
drivers to regulators in the City (controlled by the mobile application) compared to drivers audited 
at the Port of Portland (no mobile application required - walk-up audits at TNC staging area)3. The 
data suggests that the drivers audited in the citywide audits do not markedly differ from those 
audited at the Port of Portland in terms of what components the drivers are failing to pass or 
relative rates of the failure.  
 

PBOT requested that the TNCs provide: Driver gender, age of drivers, and the driver’s average 
rating at the time of the field audit, as well as the amount of time each driver has operated for 
either Uber or Lyft for both sets of field audits at the Port of Portland and the rest of the City.  The 
companies were able to provide average range of age and length of service information. Lyft was 
able to provide driver rating information, but neither company could provide information regarding 
the gender of their drivers. Figure 2.0 illustrates the average age of the TNC drivers PBOT has 
audited since April 2015. 

                                                           
3 Airport Hold Lot(s) shall mean that area or areas designated by the Port as the area where a Permittee 

shall stage its Vehicles while awaiting the arrival of Airport Customers, call-up, or established service time, 
prior to entering the Commercial Roadway.  
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Figure 2.0 
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Next, PBOT reviewed this data by comparing the average age of the drivers audited at the Port to 
those audited throughout the rest of the city. Figures 2.1 and 2.2 illustrate the results of that analysis.  
 
Figure 2.1 
 

 
 
Figure 2.2 
 

 
 
 

Using the same data provided above, PBOT compared the length of service of the drivers audited 
at the Port and at the City. Figure 2.3 and 2.4 illustrate the results found during that analysis. 
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Figure 2.3 
 

  
 
 

Figure 2.4 
 

 
 

 
After a complete analysis and evaluation of the data above, PBOT did not find evidence that Uber 
or Lyft attempted to thwart enforcement efforts or attempted to send only drivers within a 
particular age range or with more or less driving experience to regulators conducting audits in the 
City. The data shows the number of fails as well as the age and service length of drivers is 
consistent when comparing audits at the Port with audits conducted via rides requested through 
mobile applications in the rest of the City. 
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TNC Compliance Audits 

 
Compliance audits are random checks of drivers currently certified to drive as well as the company 
certification processes. Approximately once each week, a group of TNC drivers are randomly 
selected and all information used to determine driver eligibility is requested. This process is to 
determine if the TNC carefully measured each driver against the disqualifying factors defined in 
code. Figures 2.5 (August 2015 - June 2016) and 2.6 (July 2016 - March 2017) illustrates the 
results of the compliance audits. A “DMV Fail” usually involves a driver who has not had one full 
year of uninterrupted driving history or other driving related infraction.  
 

Figure 2.5 

 
Figure 2.6 

 
 

As TNC providers became more familiar with Portland’s regulatory structure and their understanding 
of the terminology used by the Oregon Department of Motor Vehicles(DMV) the rate of DMV failures 
declined (post July 2016).  
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V.2 Customer complaints 
 
Complaints offer a way to inform enforcement efforts. Every complaint is reviewed by regulatory 
staff and action is taken when there is sufficient evidence.  
  
Figure 2.7 below illustrates the number of Uber and Lyft complaints compared to the total number 
of recorded complaints (246) received collectively by the entire Portland market. The complaint 
numbers in Figure 2.1 represent complaints that have enough information to process at the time 
they are received.  There are additional complaints that do not have enough information and 
require follow-up before enforcement action can be taken.  
 
 
Figure 2.7 
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Figure 2.8 and 2.9 illustrate the complaints received by each TNC (Uber & Lyft) categorized by type. 
 
Figure 2.8 
 

 
 

Figure 2.9 
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Beginning in late November 2016, every driver and company that could be identified through a 
complaint received a letter from the Regulatory Division regarding the nature of the complaint 
reported against them. When complaints involved unsafe driving behavior, the letter would include 
safety tips and links to the City’s Vision Zero website. Many complaints lack the relevant 
information required to take action and/or respond.  

VI.3 City Survey Results 

 
As mentioned earlier in the report, seventeen agencies responded to PBOT’s survey. In the 
majority of the jurisdictions represented by the agencies, have been operating between 12 and 30 
months. In one jurisdiction, TNCs have operated seven years and in one other they have only 
been in operation since March 2017.  
 

PBOT asked these agencies if they have ever suspected TNCs of using Greyball or any other 
software programs to block, delay or deter regulators from performing official functions. As shown 
in figure 3.0 below, seven of the 17 agencies surveyed suspected Greyball use, while four 
agencies (figure 3.1) stated that they have evidence of such tactics. One agency reported that 
they only have anecdotal evidence, but felt that drivers took twice as long to show up for 
regulators during undercover inspections. The other agencies cities believe that their enforcement 
teams and/or police officers have been blocked from or deceived by the application during 
enforcement efforts. 
 
 

Figure 3.0 
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Figure 3.1  
 

  
 
 

The ability to collect and analyze data is extremely important to regulatory efforts. Data can be 
used by an agency to enforce regulations, identify demand patterns, and alert officials regarding 
any major changes in the market and potentially be a signal that an operator is engaged in 
unlawful activities including those associated with Greyballing. PBOT asked the agencies what 
types of data they collect from the TNCs. Only seven out of the 17 agencies collect data. Table 
3.2 illustrates the types of data collected by the seven agencies.  
 
 
 
Table 3.2 - Data Collected
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From the seven agencies that collect data from the TNCs, PBOT asked if they have a procedure 
in place to verify the data they receive. Two agencies affirmed that they have such a procedure in 
place, but their subsequent comments suggested that any data analysis is minimal at best. 
 

PBOT asked if the agencies conduct on-street audits or inspections of the TNCs. As shown in 
Figure 3.3, eight of the 17 agencies responded with a “yes” to this question. 
 

Figure 3.3 
 

 
 

For those agencies that conducted field audits, PBOT followed up with a question regarding the 
frequency of such audits. The following is a summary of each response received: 
 
● Agency 1 -  City public vehicle inspectors will perform compliance checks on TNC vehicles 

on the street.  As the ordinance is new, a year to year comparison of averages is not 
realistic. 

● Agency 2 - Did not comment. 
● Agency 3 - Average of 240 per year. 
● Agency 4 - We conduct random inspections of all vehicle for-hire companies we regulate. 

With regard to TNC's, we check to see if the driver has a current driver’s certificate and the 
vehicle has a current vehicle permit as both are required to operate. 

● Agency 5 - Two to three audits per year.  100 undercover inspections per year 
● Agency 6 - 10 Uber rides per month or 120 Uber rides per year. 10 Lyft rides per month or 

120 Lyft rides per year. 
● Agency 7 - We began performing on street inspections in March 2017. Approximately 30 

inspections have been done thus far. 
● Agency 8 - Our inspections are limited to checking for TNC trade dress. 
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VI.4 Data and Information Provided by Uber and Lyft 
 
 
In response to Mayor Wheeler and Commissioner Saltzman’s March 15, 2017 letter requesting 
further information from Uber and Lyft, Lyft denied having used such an application in the City of 
Portland, thus responding only to request number 8 (Exhibit C). Uber has partially complied.  
 
In its response (Exhibit H), Uber admitted that it used Greyball to tag 17 individual rider accounts 
during a two-week period in December 2014. There were a total of 29 ride requests affected by 
Greyball in Portland.  
 
As the agency responsible for ensuring the safety of TNC customers and the integrity of the TNC 
market, PBOT views Uber’s failure to comply with deep concern. This failure calls into question 
Uber’s commitment to comply in general with the City of Portland’s regulatory framework. It also 
raises questions about Uber’s ability to be a trustworthy partner in PBOT’s efforts to ensure that 
Portland’s TNC customers receive safe and reliable service.  
 
 
Summary of Lyft and Uber responses: 
 
Lyft: 
 
In a letter dated March 27, 2017 Lyft responded offering the following statement: 
 
“With respect to the questions and requests for data set forth in your letter, as stated above Lyft 
has never used or caused to be used any software or software applications similar to the one 
known as Greyball or Violation of Terms of Service. We have never attempted to detect and 
evade Portland city officials or otherwise prevent them from accessing transportation by a Lyft 
driver. Nor have we ever used technology or any other means to hide the standard view for 
individual riders or show riders different versions of our user interface. With regard to your first 
seven requests for data, we did not engage nor will we engage in the future in any practice like 
Uber’s Greyball or Violation of Terms of Service, and therefore do not have any documents 
relating to such practices.” 
 
In regards to the City’s request for the age, service rating and length of service of all Lyft drivers 
audited by the City, Lyft provided all the requested data. 
 
Uber: 
 
In a letter dated March 28, 2017 (Exhibit D), Uber’s legal counsel responded to the City’s initial 
request stating that Uber intended to respond and provide information requested by the City. 
 
In a letter dated April 7, 2017 (Exhibit E), the City received an initial response from Uber’s legal 
counsel; however, the response did not contain all the information requested by the City. 
 
In a letter dated April 10, 2017 (Exhibit F) Uber responded to the request for the age, service 
rating and length of service of all Uber drivers audited by the City, by providing the requested 
driver-partner demographic data for those drivers who had been subjected to PBOT field 



 
Greyball Audit Report | April 2017 

 

 

25 

compliance audits.  However, in a letter dated April 10, 2017 (Exhibit F), Uber stated that they 
could not provide “driver rating data” as they do not maintain historical data specific records of 
driver-partner service ratings. 
 
In a letter dated April 11, 2017 (Exhibit G), the City responded to Uber letter dated April 7, 2017 
(Exhibit E), stating that Uber response was incomplete and specifically directing them to respond 
to the four questions and eight information requests in Commissioner Saltzman and Mayor 
Wheeler’s March 15 letter (Exhibit A). 
 
In a letter dated April 21, 2017 (Exhibit H), Uber’s counsel provided their second response. In this 
response, the company admits to having used the Greyball software in Portland for a two-week 
period, from December 5, 2014 thru December 19, 2014 against 17 individual rider accounts.  
 
The records provided by Uber show that 3 of those individual riders actively requested and were 
denied rides on the Uber platform. The Greyball tags were all removed by April 24, 2015, the first 
day of the first 120-day pilot. Uber stated that the Greyball technology in Portland has not been 
used at any time “during or since the implementation of Portland’s TNC regulations and pilot 
program in April 2015”, and have stated that they will never engage in a similar effort to evade 
regulators in the future. 

VII. Conclusion & Recommendations 

During this investigation, PBOT performed an exhaustive review of the information gathered 

through audits, inspections, data provided by TNCs and information provided through its survey of 

other regulatory agencies. To reiterate, this review has produced the following findings:  

1.         By its own admission, Uber used Greyball to avoid regulation by PBOT enforcement    
            officers in December 2014. These officers remained tagged by the Greyball program until  
            the beginning of the first 120-day pilot period in April 2015. 
  
2.         Lyft maintains that it did not use any programs to avoid audits by PBOT enforcement  
            officers. There is no known evidence to the contrary.  
 
3.         Analysis of audit data and customer complaints since April 2015 shows no indications that  
            either Uber or Lyft attempted to evade inspections by PBOT enforcement officers or that  
            they blocked customers from hailing rides based on their location. 
 
4.         In comparison to other cities and regulatory agencies, PBOT has a well-developed  
            regulatory system that provides tools to identify attempts to evade regulators.  
 
After PBOT initiated this investigation, the City of Portland was notified by the United States 

Attorney of the Northern District of California that Uber is the subject of a federal inquiry. The City 

of Portland is cooperating with this on-going probe. 

Based on its investigation, PBOT would also recommend the following changes to the current 

Transportation Network Company and Taxi Code 

● Strengthen language in the Transportation Network Company & Taxi Code to make it clear 

any attempt to deceive and evade City Officials will result in fines, suspension or 
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revocation of operating permit. 

● Strengthen language in the Transportation Network Company & Taxi Code to make it clear 

any attempt to discriminate against riders on the basis of race, gender, sex or zip code will 

result in fines, suspension or revocation of operating permit. 

 

PBOT would also recommend the following changes to the current regulatory program 

 

● Increase enforcement capacity. 

● Invest in advanced technology that allows PBOT to capture real-time data to improve our 

enforcement efforts. 

● Continue to aggressively pursue open and accessible data. 

 

Transportation Network Companies protect information for reasons of driver and rider privacy and 

trade secrets. At their core, TNCs perceived themselves as data companies and not 

transportation companies which presents unique challenges for regulatory agencies. Communities 

across the country will need to continue to collaborate to find innovative solutions for effective 

regulation of this segment of the for-hire industry. In order to be responsible corporate partners, 

the TNCs must seek out opportunities to cooperate with regulators and support thoughtful 

regulations that facilitate a free and fair market and ensure safe, reliable and accessible 

transportation for consumers.  

 

   

 
 



 
Greyball Audit Report | April 2017 

 

 

27 

 

 

 

Exhibit A 

 



 
Greyball Audit Report | April 2017 

 

 

28 

 
  



 
Greyball Audit Report | April 2017 

 

 

29 

 
Exhibit B 
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Exhibit C 
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Exhibit D 
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Exhibit E
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Exhibit F 
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Exhibit G
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Exhibit H 
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Exhibit I 
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Exhibit J 
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1. Name of agency? 

  

2. How long have TNCs been operating in your city? 

  

3. Uber used a software program known as Greyball specifically designed to block 

regulators, police and others tasked with oversight of the private for-hire industry 

from using their apps (the TNCs) to order rides and engage in other official 

functions. Have you suspected that any TNC has “Greyball” or any software 

program to block, delay or deter regulators from performing official functions? 

  

4. Do you have any evidence that any TNC has used a software for this purpose in 

your jurisdiction? If yes, please briefly describe the evidence in the comment box 

below. 

  

5. Do the TNCs provide you with data on their activities in your jurisdiction? If yes, 

please check all that apply. 

  

6. Do you have a procedure to verify that the data you receive is complete and 

accurate? If yes, please briefly explain. 

  

7. Do you conduct on-street audits or inspections of the TNC’s? If yes, what is the 

average number per year? 
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8. Do you charge the TNCs a permit fee or a per ride surcharge fee or tax? If yes, 

how much? 

  

9. Contact information 
 

 


